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A. Background 

See Social Network or Social Nightmare: How California Courts Can 
Prevent Facebook's Frightening Foray into Facial Recognition Technology From Haunting 
Consumer Privacy Rights Forever

See Now You See Me. Now You Still Do: Facial 
Recognition Technology and the Growing Lack of Privacy.

see also The Secret History of Facial Recognition

See The Rise of Smart Camera Networks, and Why We Should Ban Them

See

See What Facial Recognition Technology Means for Privacy and Civil Liberties: Hearing 
Before the Subcomm. on Privacy Tech. & the Law. Comm. on the Judiciary

Privacy and Civil Liberties Hearing



see also The US, Like China, Has 
About One Surveillance Camera for Every Four People, Says Report

See
GAO Report

supra
Facial Recognition Technology: Part II: Ensuring Transparency in Government Use: 

Hearing Before the H. Comm. on Oversight & Reform
Transparency Hearings

Congress Moves Toward Facial Recognition Regulation

2020 Subaru Models Will Greet You, Help You Keep Your Eyes on the Road

supra
See generally Privacy and Civil Liberties Hearing, supra 
See Use of Facial Recognition Technology for Medical Purposes: 

Balancing Privacy with Innovation



See How Face Recognition Evolved Using Artificial Intelligence

see also How To Avoid a Dystopian 
Future of Facial Recognition in Law Enforcement

see also
Facial Recognition Company Says It Won't Sell to Law Enforcement, 

Knowing It'll Be Abused

See supra

See infra
Id.

supra
See Facial Recognition Technology: (Part I) Its Impact on Our Civil Rights and Liberties: 

Before the H. Comm. on Oversight & Reform Impact 
Hearing

see also Facial Recognition Database Used by FBI is 
Out of Control, House Committee Hears

See GAO Report, supra
see also



supra

GAO Report, supra
See Impact Hearing supra

see also

See Homeland Security Worries Covid-19 Masks Are 
Breaking Facial Recognition, Leaked Document Shows

see also Face-Mask Recognition Has Arrived—For Better or Worse

see also Facial Recognition Adapts to a Mask-Wearing Public

See Facial-Recognition Technology Will Make Life a Perpetual Police 
Lineup For All

see also
Due To Weak Oversight, We Don’t Really Know How Tech Companies Are Using 

Facial Recognition Data



B.  A Leap in Biometric Data 

See

Biometric Privacy In 2020: The Current Legal 
Landscape

Legal Landscape
Anonymity, Faceprints, and the Constitution

supra
GAO Report, supra

supra
See The Ultimate Facial-Recognition Algorithm



A.  Facial Recognition Technology Supporters 

See GAO Report, supra
see also supra

See Legal Landscape supra

See Facial Recognition: It’s Time for Action

Transparency Hearings supra 

See supra

supra
See supra

see also Transparency Hearings supra 



See supra

See supra

Facebook’s Push for Facial Recognition Prompts Privacy Alarms

supra
Id.
See supra

see also supra

See supra

Facial Recognition Market to Hit $12 Billion by 2025 - Global Insights on Top Trends, Key 
Technologies, Competitive Landscape, New Investments, Strategic Initiatives, and Business 
Opportunities: Adroit Market Research

Facial Recognition Market to Hit $12 Billion
See Smile! The Secretive Business of Facial-Recognition Software in Retail 

Stores



personae non 
gratae

supra see also Macy's Uses Facial Recognition Software 
to Identify Customers on Security Cameras, Lawsuit Claims

GAO Report, supra
When Restaurant Tech Sees Your Face and Identifies Your Taste

Id.
See supra

E.g. Facial-Recognition Tech Creates Service, Security Options

Facial Recognition in Retail & 
Hospitality

Facial Recognition Technology

See 3 Ways Facial Recognition Tech Can Generate Revenue for Hotels



supra
See supra

See There Will Be No Turning Back on Facial Recognition

The Delicate Ethics of Using Facial Recognition in 
Schools

See GAO Report, supra
See supra

see also GAO Report, supra

See Transparency Hearings supra 
Id. see also

Newspaper Shooting Shows Widening Use of Facial Recognition by Authorities

See

See Privacy and Civil Liberties Hearing, supra 
see 

also The Perpetual Line-up: Unregulated 
Police Face Recognition in America



See

see also CBP’s Airport Facial Recognition Technology 
Catches Its First ‘Imposter’

See Transparency Hearings supra 
Id.
See supra

See supra
See supra

see also supra

supra
See Impact Hearing supra



B.  Rights Advocates 

Id
Id
See supra

See supra
See Impact Hearing supra
See supra
See AI Biz Kept 'Face Database' Of OKCupid Profile Pics, Suit Says

see also The Government Keeps Its Use of Facial 
Recognition Tech Secret. The ACLU is Suing.

see also supra



See The Expanding Scope of Human Rights in a Technological World--
Using the Inter-American Court of Human Rights to Establish a Minimum Data Protection 
Standard across Latin America

See Transparency Hearings supra 

See supra
see also

Surveillance Co. Clearview AI Hit With Biometric Privacy Suit,

See FTC Fines TikTok $5.7 Million Over Child Privacy Violations

see also TikTok Investigation 
Should Prompt More Data Transparency

See Impact Hearing supra



see 
also

Echoes of History: Understanding German Data 
Protection

supra
Amazon Workers’ ‘Refuse’ To Build Tech For US Immigration, 

Warning Jeff Bezos of IBM’s Nazi Legacy, 

ICE Uses Facial Recognition to Sift State Driver's License Records, 
Researchers Say

Impact Hearing supra

supra



Carpenter v. United States

See supra

See supra

see also
supra

supra

See Facial Recognition Technology: Where Will It Take 
Us?

See

see also



See

see also

See Impact Hearing supra
See supra
See GAO Report, supra
See supra

Impact Hearing supra
See Police Have Used Celebrity Look-Alikes, Distorted Images to Boost 

Facial-Recognition Results, Research Finds

Police Have Used Celebrity Look-Alikes



See Unmasking the Realities of Facial Recognition

Id.
See GAO Report, supra see also supra

supra

See supra

see also supra

supra

See supra

See Impact Hearing supra
See Federal Study Confirms Racial Bias of Many Facial-Recognition 



Systems, Casts Doubt On Their Expanding Use

Federal Study
See Federal Study supra 
See supra

see also supra

Impact Hearing supra
See Transparency Hearings supra 

See supra
see also Transparency Hearings supra 

See supra see also supra

See This Company Is Using Racially-Biased Algorithms to Select Jurors

See Facial Recognition Technology Used in Jury Consulting



voir dire

see also supra 

See supra 

See supra
Impact Hearing supra
See supra

See supra

See supra
see also Police Have Used Celebrity 

Look-Alikes supra
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A.   GDPR: The Response Abroad 

See When Facial Recognition Is Used to Identify 
Defendants, They Have a Right to Obtain Information About the Algorithms Used on Them, 
EFF Tells Court

See supra

See supra Brady

See Cities Examine Proper—and Improper—Uses of Facial 
Recognition

See supra

supra
Privacy and Civil Liberties Hearing, supra 
The History of the General Data Protection Regulation



See How the Evolution of Cybersecurity Has Led to GDPR

Id.

See An Analysis on Biometric Privacy Data Regulation: A Pivot Towards 
Legislation Which Supports the Individual Consumer’s Privacy Rights in Spite of Corporate 
Protections

Id.

How Biometrics Complement GDPR Regulations, 

Id.



B. U.S. Regulations: The Response at Home 

supra 
supra 

supra 
GDPR Fines Top $126 Million With Over 160,000 Data Breaches Reported

Id.

The Face-Id Revolution: The Balance Between Pro-market and Pro-
Consumer Biometric Privacy Regulation

GAO Report, supra
Id.



Id.
See The Biggest Privacy & Cybersecurity Developments of 2019

The Biggest Privacy
see also

FTC, Facebook Say $5B Privacy Deal Benefits Consumers

FTC

See FTC supra 
See GAO Report, supra Preface 

See Why Some Cities, States and Lawmakers Want to Curb Facial 
Recognition Technology

Id. Portland Passes Broadest Facial Recognition Ban in the US

See supra 



Id.
See id

see also
supra

supra 

supra 
Id.

supra 
Biometric Privacy In 2020: What Companies Can 

Expect

What Companies Can Expect
See Facebook “Tagged” 

in Certified Facial Scanning Class Action



See BIPA Update: Class Actions 
on the Rise in Illinois Courts

Facebook Sweetens Biometric Privacy Accord to $650 Million

See What Companies Can Expect supra

See BIPA Bares Its Teeth in Facebook Biometric 
Privacy Deal

See supra 
See supra 



See supra 

See California Consumer Privacy Act: A Reference Guide for Compliance

See supra 
See The California Privacy Rights Act Has 

Passed: What’s in It?

See California’s New 
Privacy Law, the CPRA, Was Approved: Now What?

California’s New Privacy Law
See supra 

See California’s New Privacy Law supra



A. How FRT Will Be Used 

See id. 
See CPRA Favored by California Voters – Practical Takeaways

See id.
supra

A Soccer Team in Denmark Is Using Facial Recognition to Stop Unruly 
Fans

Id.
Id.
See supra



See supra

See supra

see also Facial Recognition Market to Hit $12 Billion, supra

See supra
Transparency Hearings supra 

supra
See supra

See supra 

See generally Masks Can Fool Facial Recognition Systems, but the 
Algorithms Are Learning Fast

see also Facial Recognition Adapts to a Mask-Wearing 
Public



B.  Rejection of FRT 

See
Facial Recognition Technology: Supporting a 

Sustainable Lockdown Exit Strategy?

See id.

See supra 

See

See supra 

See supra
See supra see also Easthampton Passes Municipal Ban 

on Facial Recognition Tech

See



C.   The Future of FRT Regulations in the U.S. 

See Biometrics Tech Firms Want Moderation, Not Bans, On Facial Recognition

See supra see also supra 

Impact Hearing supra
Tech Firms Seek to Head Off Bans on Facial Recognition

Biometric Tech Firms Want Moderation, Not Bans, On Facial Recognition supra 

See IBM calls for regulation to avoid facial recognition bans

See supra 

The Anatomy of Biometric Laws: What U.S. Companies Need To Know in 2020

Anatomy of Biometric Laws



Legal Landscape supra
The Biggest Privacy supra 

Legal Landscape supra
State Privacy Law Initiatives to 

Prepare For In 2020

See supra

Id.

Id.
Legal Landscape supra

See supra



A. Evaluation: What Works, What Doesn’t

Facial Recognition Technology Warrant Act Of 2019

Id.
Highlights: Setting Guidelines for Facial Recognition and Law 

Enforcement

See Impact Hearing supra

see also Legal Landscape supra

See supra

Supra



B. Alternatives: Keep the “Wild West” or Ban FRT?

supra 
See What is GDPR? The Summary Guide to GDPR Compliance in The UK

CCPA is a Win For Consumers, But Businesses Must Now Step Up On 
CX

See Facial Recognition Market to Hit $12 Billion, supra
see also supra

See supra



supra
supra

See supra

See Impact Hearing supra
Impact Hearing supra

supra
supra

See supra

Id.
See id.

supra



See supra 
see also

supra

See supra

Id.
Id.
See supra 

see also supra



C. Solution: There is No One Solution 

supra
Id

supra
See supra
See Know the value of your digital and biometric data

supra
The New Haven School of Jurisprudence: A Universal Toolkit for 



Understanding and Shaping the Law
See supra

Commodifying Consumer Data in the Era of the Internet of Things
Commodifying Consumer Data

Id.
See supra

See generally Market Definition and Free Online Services: The Prospect of 
Personal Data as Price

supra
See Privacy and Civil Liberties Hearing, supra 



Id.

See supra

Paying for Privacy and the Personal Data Economy
Paying for Privacy

Datacoup

See supra
see also Broadband Industry: It's Unfair If 

Facebook Can Collect Your Data, But AT&T Can't

Paying for Privacy, supra 
See supra 



Id.
supra 

See Sealing Court Records and Proceedings: A Pocket Guide

Towards A Global Data Privacy Standard
Edward Snowden was NSA Prism leak source – Guardian

See The State of Privacy in Post-Snowden America



See supra 

see also supra

See generally

See Impact Hearing supra see also
Police Have Used Celebrity Look-Alikes supra

See supra
See Why Facial Recognition's Racial Bias Problem is So Hard to Crack



per violation

See Impact Hearing supra
See Anatomy of Biometric Laws, supra 

See What Companies Can Expect supra

See supra
See CCPA and GDPR Comparison Chart

See Zoom and Gloom: Early CCPA Lawsuits Against Zoom Seek to 
Expand Private Right of Action

See supra



See supra

Google Hit With New Lawsuit Over Faceprints

Id.
See supra 

see also supra
See supra 

see also What Companies Can Expect supra

See supra
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In June 2017, the food and beverage conglomerate Mondelez International 
became a victim of the NotPetya ransomware attack. Around 1,700 of its servers 
and 24,000 of the company’s laptops were suddenly and permanently unusable. 
Commercial supply and distribution disruptions, theft of credentials from many 
users, and unfulfilled customer orders soon followed, leading to losses that totaled 
more than $100 million. Unfortunately, Zurich, which had sold the company a 
property insurance policy that included a variety of coverages, informed Mondelez 
in 2018 that cyber coverage would be denied under the policy based on the “war 
exclusion clause.” This case, now pending, will be a watershed moment for the cyber 
insurance industry, highlighting the great ambiguity around the insurability of 
certain types of cyber risk and the scope of coverage that insurers will provide in 
the case of a cyber incident. 

The literature on the insurability of cyber risk has focused all of its attention 
on questions of economic efficiency and viability. Scholarship has, for example, 
examined the actuarial challenges in cyber risk modeling and the likelihood for 
adverse selection resulting from information asymmetries and lack of historical 
claims data. Scholars have so far avoided a different set of considerations rooted 
not in economics but rather in public policy analysis of societal values. This paper 
lays the framework for such an analysis. Relying on traditional insurance and torts 
jurisprudence, the paper makes the public policy case for limited legal interventions 
in the indemnification of three controversial categories of cyber harm: (1) acts of 



cyber terrorism or state-sponsored cyber operations; (2) extortion payments for 
ransomware attacks; and (3) administrative fines for violations of statutory data 
protection regulations. In so doing, the paper highlights systemic challenges to 
cyber insurance underwriting while explaining insurers’ role in increasing societal 
cyber posture by reducing the likelihood of moral hazard and suboptimal cyber-
norms enforcement. 
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The Untold Story of NotPetya, The Most Devasting Cyberattack in 
History

PrEP: A Framework for Malware & Cyber Weapons

See A Massive Cyberattack is Hitting Organizations Around the 
World

See generally Catching Predators at Watering Holes: Finding and 
Understanding Strategically Compromised Websites

Ukraine’s Ransomware Attack Was a Ruse to Hide Culprit’s Identity, 
Researchers Say

supra
Id



Id

See Ransomware: What It Is and What to Do About It

Combating Ransomware: 
A Comprehensive Framework for action

‘Russian Military Behind NotPetya Attacks’: UK Officially names and Shames 
Kremlin

see also 
Everything you Need to Know about the Petya, er, NotPetya Nasty Trashing PCs Worldwide

See

see

see

See 
Blaming Russia for NotPetya was coordinated diplomatic action



Mondelez International
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Id
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See Cyber Insurance – What Coverage In Case of An Alleged Act of War?

See also Wargames: Analyzing the Act of 
war Exclusion in Cyber Risk Insurance Coverage and Its Implications for Cybersecurity 
Policy

See

Merck & Co. Inc. vs. Ace American Insurance Co.
Id.

Id.

See generally Merck’s $1.4 Billion Insurance 
Win Splits Cyber From ‘Act of War’

See 

See, e.g. Big Companies Thought Insurance Covered 
a Cyberattack. They May Be Wrong.

Mondelez Sues Zurich in Test for Cyber Hack Insurance



Principles of Insurance,

Cyber Insurance Market to Jump in 2021 as Cybercrime Surges

See infra 

A New View 
of the Requisites of Insurability

Ransomware: A 
Darwinian Opportunity for Cyber Insurance

Uncle Sam RE: Improving Cyber Hygiene and 
Increasing Confidence in the Cyber Insurance Ecosystem via Government Backstopping

 Five Approaches to Insuring 
Cyber Risks Courting 



Disaster: The Underappreciated Risk of a Cyber-Insurance Catastrophe

See e.g. Cyber Insurance and Systemic Market Risk

Advancing Accumulation Risk Management in Cyber Insurance

See, e.g. Cybercoverage for Cyber-Risks: An Overview 
of Insurer’s Responses to the Perils of E-Commerce

Cyber Risk: Insuring the Digital Age
 Strengthening Cybersecurity with Cyberinsurance Markets and Better 

Risk Assessment
See, e.g. Stress Testing for Cyber Risks: Cyber Risk Insurance 

Modeling Beyond Value-at-Risk (VaR): Risk Uncertainty, and Profit for the Cyber Era

Cybersecurity Insurance: Modeling and Pricing

See, e.g. Copula Based Actuarial Model for 
Pricing-Cyber Insurance Policies

Content Analysis of Cyber Insurance 
Policies: How Do Carriers Write Policies and Price Cyber Risk

See, e.g. Data Breach, Privacy, and Cyber Insurance: How Insurance 
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Cyber Insurance and Private Governance: The 
Enforcement Power of Markets

Does Insurance have a Future in Governing Cybersecurity?

See, e.g. Insurability of Cyber Risk: An Empirical Analysis



fundamental questions 
of political and legal philosophy

See Large Risks and Limits of Insurability
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, Insurability in Microinsurance Markets: An Analysis of Problems 
and Potential Solutions
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Insuring an Evolving Technology
e.g.

Why Cybersecurity Insurance Should be Regulated and Compulsory
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Uncle Sam RE: Improving Cyber Hygiene and Increasing Confidence

in the Cyber Insurance Ecosystem via Government Backstopping
The Case for Banning (and Mandating)

Ransomware Insurance
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Ever-Evolving Nature of Cyber Coverage
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supra

See also In Search of Coverage in 
Cyberspace: Why the Commercial General Liability Policy Fails to Insure Lost or Corrupted 
Computer Data
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California to Close Data Breach 
Notification Loopholes Under New Law

Security Breach Notification Laws: Views from Chief Security Officers



California Becomes First State to Require Credit Monitoring Services 
Information Following a Data Breach

2020 Cost of a Data Breach Report

Id. See also supra 
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See
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 Cost of a Data Breach Study: Global Overview

Chronology of Data Breaches, PRIVACY RIGHTS CLEARINGHOUSE,

See Cyber Risk Analytics: 2019 Mid-Year QuickView Data 
Breach Report

See also
Data Breaches Expose 4.1 Billion Records in First Six Months of 2019

See, e.g. 2018 Survey of Cyber Insurance Market Trends

See Ransomware Prevention and Response for CISOs: How to Protect Your Network from 



Ransomware

Ransomware Attacks Predicted to Occur Every 11 Seconds in 2021 with a Cost of $20 
Billion

Global Ransomware Marketplace Report: Q2 2019
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See The Global Risks Report 2019

See also Counting 
the Cost: Cyber Exposure Decoded

What is Personal Cyber Insurance? And How Can 
Homeowners Buy a Policy?
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Affirmative vs. Silent Cyber: An Overview

Cyber Insurance Risk Framework
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See Data Breach, Privacy, and Cyber Insurance
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Ransomware Losses Drive Up Cyber-Insurance Costs
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More State Governments are Buying Cyber Insurance

Id.



Wall Street Journal

Id
More U.S. Cities Brace for ‘Inevitable’ Hackers
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Introduction to PCI DSS
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DNA technology has rapidly progressed to enable everything from catching 
criminals from crime scene evidence to identifying health conditions to which an 
individual may be predisposed and locating unknown blood relatives. In 2018, all 
three advancements crossed paths when law enforcement identified a serial killer by 
submitting a crime scene DNA sample to a public, commercial database intended 
for genealogy research.  

 The new industry of at-home DNA testing kits has resulted in private and 
public databases containing millions of genetic profiles. Until recently, private 
individuals used these services to analyze medical predispositions and find family 
members with traditional genealogical research. The arrest of the Golden State 
Killer, and dozens of other rapists and murderers in the following years, has 
demonstrated the utility in searching the larger population for matches to crime 
scene DNA rather than only known criminals in law enforcement databases.  

 This new methodology, however, presents issues of how the law adapts to 
technology and the balance between security and privacy. Catching criminals with 
scientifically proven evidence benefits the criminal justice system, victims, and 
society. But genetic genealogy is a powerful tool that involves the government 
searching genetic profiles and prying through people’s private information.  

This Comment proposes continued use of genetic genealogy, subject to 
statutory and judicial limitations. Genetic genealogy has only been used to solve 
violent felonies and to identify human remains. In the absence of regulation or legal 
precedent, the status quo relies on self-enforced limitations of law enforcement and 
private industry. The dangers of letting genetic genealogy go unchecked are twofold: 
government search of private DNA databases may expand too far into privacy 
interests, or courts may overturn cases using this method inappropriately and allow 
violent criminals to go free. Genetic genealogy should only be used to catch violent 
felons who cannot be identified through traditional law enforcement investigations, 
with databases that clearly inform users of law enforcement searches. 
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